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Chapter 1
About this guide

This guide provides a technical reference for the ViewDS Directory System Agent
(DSA). It includes information about configuration parameters and functionality. The
functionality can be implemented using either the Stream Directory User Agent
(Stream DUA) or ViewDS Management Agent. The Stream DUA, however, allows you
to implement functionality beyond the scope of the ViewDS Management Agent.

This chapter describes:

e Who should read this guide
¢ Related documents

e How this guide is organized

Who should read this guide

Read this guide if you are responsible for administration of ViewDS and need to extend
it beyond the functionality available through the ViewDS Management Agent.

Before using this guide, you should be familiar with the key concepts described in the
ViewDS Installation and Operations Guide.

Related documents
The ViewDS document set includes the following:
o ViewDS Installation and Operations Guide
¢ ViewDS Technical Reference Guide: Directory System Agent
o ViewDS Technical Reference Guide: User Interfaces
o ViewDS Technical Reference Guide: Access Sentinel
¢ ViewDS Management Agent Help
¢ ViewDS Installation Guide: Access Proxy

How this guide is organized

Chapter 1: About this guide
Provides an overview of this guide.
Chapter 2: ViewDS tools

Provides an overview of the ViewDS tools including the ViewDS Management Agent,
Stream DUA and DSA Controller.
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Chapter 3: Configuring ViewDS
Provides details of the ViewDS configuration parameters.

Chapter 4: Defining schema
Describes schema concepts and the operational attributes that define schema.

Chapter 5: Indexes, extensions and word lists
Describes indexes and word lists (synonyms, noise words) which help optimize
searches on a directory, along with attribute type extensions.

Chapter 6: Managing security

Describes how ViewDS authenticates users and controls their access to directory
entries. The chapter also describes LDAP password management along with other
miscellaneous aspects of ViewDS security.

Chapter 7: Replicating or distributing data
Provides an overview of X.500 distributed operations, and describes how to configure
DSAs for distributed operations and replication.

Appendix A: Stream DUA
Describes the Stream DUA commands and notation.

Appendix B: Supported schema
Specifies the pre-defined schema supported by ViewDS.

Appendix C: OpenSSL and SSLeay licensing
Licensing requirements for distribution of OpenSSL and SSLeay.

Chapter 1: About this guide



Chapter 2
ViewDS tools

This chapter describes the tools that allow you to manage a ViewDS Directory System
Agent (DSA). It describes:

¢ ViewDS Management Agent
e Stream DUA

e DSA Controller

e Other ViewDS tools

ViewDS Management Agent

The ViewDS Management Agent is a Windows-based application that allows you to
manage the status of DSAs and access their configuration parameters, log files,
directory data, schema, knowledge and access controls.

The application runs on a different computer to that hosting the DSA. The Remote
Administration Service (RAS) also resides on the DSA’s host, and allows the DSA to
be started, stopped and configured remotely.

Host A
Remote Directory
emaote System
Administration f—— Agent
Service (RAS) (I:?SA}
Database
ViewDS
—1 Management
Agent ———————— '
Windows I I
| Host B :
| Directory
Femaote
L 1| administration |— 5:551? O
Service (RAS) u:? SA)
Database

Figure 1: ViewDS Management Agent
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Stream DUA

The Stream Directory User Agent (Stream DUA) is the main command-line tool for
ViewDS. It allows you to configure schema, security and knowledge, and to bulk load
and extract data. The Stream DUA commands can also process files of LDIF or ELDIF
content records, and LDIF or ELDIF change records.

The Stream DUA is text-oriented and reads update and query requests from files
specified on the command line or standard input stream. The requests correspond to
the standard X.500, LDAP and XLDAP operations of the DSA interface together with
extensions for directory administration. They are written in a structured, verbose
language referred to as Stream DUA format.

Stream DUA format is used whenever data is extracted from the directory — for
example, when a subtree is dumped, or when an update operation is logged. Because
the extracted data is written in Stream DUA format, it can be reapplied to the directory
(for example, to reload the directory or replay a series of update operations).

It is also useful to understand Stream DUA format because the update logs, query logs
and dump files contain a series of Stream DUA commands.

Stream DUA commands

The Stream DUA commands permitted on an entry are insert, delete, rename, move,
and modify.

Commands permitted on any part of the directory tree are search, compare, list, read,
and dump. The dump and insert entry commands are particularly important as they
allow the database to be transported from one host to another, across software
versions or between different directory schemas.

For descriptions of the Stream DUA commands and input language, see Appendix A.
Synchronization
The Stream DUA’s set command allows you to configure a DSA to synchronize with

another directory. For more information, see set-synchronization on page 201.

Running Stream DUA

The following invokes the Stream DUA from the command line:

sdua [-AdimMUv8] [-a | -u username -p password] [-c commands]
[-K key] [-1 dualocal] [-o dsaAddress] [-O ldapAddress]
[-t vfhome] [-F 1dif] { -L | -S | filename}

The options are described below.

-A Sets the dontDereferenceAliases bit of the
CommonArguments sent with each operation.

-1 Displays elapsed time of the DSA’s processing of each operation.

-d Sets the manageDSAIT bit in the CommonArguments sent with
each query or update operation. This prohibits chaining of
operations and the generation of referrals. The entries which
contain the knowledge required for chaining operations can be
read and updated only when this bit is set.

4 Chapter 2: ViewDS tools
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—u username

-p password

-Cc commands

-K key

-1 dualocal

-0 dsaAddress

-0 ldapAddress

-t vfhome

Chapter 2: ViewDS tools

Suppresses reporting of successful operations. Only failed
operations are reported when this option is specified.

Behaves like -m except it suppresses messages about implicit
binds.

Prevents the Stream DUA from performing update operations.
This is useful for checking the syntax of the input file without
actually altering the database. Enquiry operations are still
performed.

Displays the Stream DUA version number.

Causes the Stream DUA to conform to the X.500 1988
specifications as closely as possible.

Sets the default bind credentials to none, allowing the user to bind
anonymously by default.

Sets the default username that Stream DUA uses to bind to the
DSA. The username is either the value of a userName attribute
or the full Distinguished Name (DN) of an entry in Stream DUA
notation.

Sets the default password that Stream DUA uses to bind to the
DSA.

Runs commands after Stream DUA finishes processing the
sdua.startup file but before it processes commands from its
file list. If no file list is supplied, Stream DUA exits after completing
the commands. commands is a list of one or more Stream DUA
commands separated by semicolons. The last command does not
require a semicolon.

When processing files that update entries, specifies the files’
encryption key. This must be supplied if the key is different from
the current system key or Stream DUA is running on a remote
machine.

Uses duaLocal as the OSI calling address (only relevant for an
OSI connection) instead of the address specified by the
configuration-file parameter dualocal (see page 42).

Connects to the DSA at dsaAddress instead of the address
defined by the configuration-file parameter dsaaddress (see
page 42).

Specifies the address of an LDAP server address. It has the same
format as the 1dapaddress option in the configuration file (see
Address parameters on page 42). The value of the -u option
should be an LDAP DN.

Uses vfhome as the ViewDS root directory instead of the value
set by the environment variable $ { VFHOME }.
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-F 1dif Alters the way search results are presented. All LDAP search
results are output as LDIF content records. The output for all other
operations (including DAP search results) is either commented out
or omitted so that the entire output file is a valid LDIF file.

-L Causes Stream DUA to interpret any subsequent files named on
the command line as LDIF or ELDIF files.

-3 Causes the Stream DUA to interpret any subsequent files named
on the command line as Stream DUA format files.

filename An input file of Stream DUA commands (for example, dib. *) or
LDIF records or ELDIF records. Input files are processed in the
order supplied. If no files are named on the command line, Stream
DUA reads stdin.

Startup file

At startup, Stream DUA looks for the sdua . startup file in the setup directory. If the
file exists, Stream DUA will process the file before its normal input.

The startup file is a good place to put a set command — for example, set context,
set base Or set options.

Sleep file

To reduce the load imposed by Stream DUA, specify a period for it to wait between
executing each command. This is implemented by placing the sdua. s1leep file in the
current working directory (without the file, the delay is 0). The first line should contain
the number of seconds that Stream DUA should ‘sleep’ between operations. The
Stream DUA checks the content of the file every minute.

Interactive mode

Stream DUA operates in interactive mode if no command is entered at the command
line. In interactive mode, Stream DUA displays the following to prompt for a command:

sdua>

It displays the following to prompt for parameters or values:

sdua>>

Chapter 2: ViewDS tools
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DSAIT management operations

Stream DUA supports the manageDSATIT service control. It modifies the semantics of
an operation in the DSA so that:

e The root entry and all operational attributes can be accessed.

e Knowledge is not used but is treated as attribute information. The DSA operates as
a stand-alone DSA which neither chains nor returns referrals.

The mangeDSAIT service control is required when reloading data from a database
dump, or performing knowledge configuration (see Replicating or distributing data on
page 147).

The service control can be set in one of the following ways:

e starting Stream DUA with the -d option (which also enables the DAP Admin
Protocol).

e setting the manageDSAIT bit with the set options command or the options
keyword.

Note that the -d option only sets the default value of manageDSATIT. If the set

options command or the options keyword is used for other purposes, it will
override this default and manageDSAIT must be set explicitly.

When the manageDSAIT bit is set, complete access is granted to all operational
attributes (subject to access control) and the DSA is treated as a stand-alone DSA.
The DSA does not chain or return referrals, but can return knowledge and manipulate
schema as operational attributes. Used in this way, Stream DUA can set timestamps,
change the dseType of an entry, modify schema, add or remove knowledge, and
access the root entry, etc.

DAP Admin Protocol

Stream DUA normally binds to the directory using the standard X.500 Directory Access
Protocol (DAP). In this mode, Stream DUA functions as a conformant X.500 DUA, and
can be used to connect to a non-ViewDS DSA.

The DAP Admin Protocol is a superset of the standard X.500 DAP. It supports
standard DAP operations plus operations that correspond to the following:

e Stream DUA commands: add, dump, empty, fill, remove, save, checkpoint, verify,
dumpDIT, fillDIB, saveDB, synonym, verifyDIB, word, and checkpointLogs.

e DSA Controller commands: initialiseDBM, emptyDIB, openDBM, closeDBM,
exitServer, readStatus, writeStatus, bindList and server.

Stream DUA automatically binds to the DSA using the DAP Admin Protocol when one
of the additional operations is invoked. If Stream DUA is currently bound to the DSA
using DAP Protocol, it will unbind and then bind using the DAP Admin Protocol.

The default bind protocol for Stream DUA can be controlled using the set command
(see page 199).
Strong Authentication

Stream DUA can connect to the directory using DAP strong authentication to establish
its credentials. This may only be done using the bind command (see page 182).

Chapter 2: ViewDS tools 7
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DSA Controller

NOTE:

NOTE:

Running

The DSA Controller is a command-line tool that allows you to modify a DSA’s
operational parameters while it is running. It is only available on the ViewDS’s host,
and should be used when the ViewDS Management Agent is unavailable.

If you use this tool to stop a DSA that was started through the ViewDS Management
Agent, then the RAS will restart the DSA immediately.

As well as allowing you to modify the DSA’s operational parameters, the DSA
Controller also allows you to:

e open, close or empty the database

¢ list the current DSA users

¢ view the DSA status

¢ terminate the DSA

The DSA utility allows you to start and stop the DSA (see page 14).

the DSA Controller

The DSA must be running before its operational parameters can be modified through
the DSA Controller. They can also, however, be modified through the ViewDS Fast
Load tool (see page 11) if the DSA is not running.

If necessary, the DSA can be started with the —c option so that it starts with the default
values for its operational parameters. The following invokes the DSA Controller from
the command line:

dsac [-t vfhome] [-g] [-o dsaAddress] [-1 localAddress] [-V]
[command ...]

If a command is included, the DSA Controller executes the command and exits.
Without a command, the DSA Controller runs in interactive mode and reads
commands subsequently entered at the command line. You can exit interactive mode
using Control-D or the quite command.

The DSA operational parameters that can be modified through the DSA Controller are
stored in the Runtime settings file (see page 17). For descriptions of the DSA , see
page 18.

Options

-t vfhome Uses vfhome as the ViewDS root directory instead of the value
set by the environment variable $ { VFHOME }.

-g Runs with the super-administrator identity. This option has
been maintained for backward compatibility only — it is the
default behaviour of the DSA Controller.

-0 dsaAddress Uses dsaAddress instead of the address specified by the

configuration-file parameter dsaaddress (see page 40).

-1 localAddress Connectsto localAddress instead of the address specified
by the configuration-file parameter dualocal (see page 40).
This is only relevant for an OSI connection.

-v Prints the ViewDS version and exits.

Chapter 2: ViewDS tools
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Commands

The commands can be abbreviated to their first letter unless stated otherwise below.

close Closes the database. The DSA continues to run in the same
state as if launched with the -r switch. The database must be
closed to change certain parameters or to put its files into a
consistent state before a backup.

display Displays status. The DSA’s status includes its operational
state; whether the database is open or closed; a report on each
of its dot threads (new, idle or processing and, if processing,

the state and type of operation and the protocol being used);
and the values of all parameters that can be set.

empty Empties the database. Removes every entry from the database
except for an empty root entry.
NOTE: Use this command with caution.

There is no abbreviation for this command.
help Lists the available commands.

init [size] Initializes the safe file (see safe on page 21).

size specifies the default size in megabytes of the safe file. If
size is unspecified, the default in the operational parameters
file (see page 17) is used. If the file is missing, the value 4 is
used.

NOTE: The database must be closed before this command can
be used.

open Opens the database. This command is necessary after a
close command or if the DSA was started without opening the
database (using the DSA Controller —r switch).

quit Exits the tool.
reset Sets all current DSA (see page 18) to the values in the

operational parameters file (see page 17).

Use this command to restore settings after making a temporary
change. This command will not change the value of cache if

the database is open.
NOTE: The size of the safe file cannot be reset with this
command.

set params... Sets the listed DSA (see page 18).

Each param is a parameter assignment of the form
name=value. Each name must be a DSA parameter; each
value must be a non-negative number or one of the strings
off, on, false, Or true.

NOTE: The values are not saved to the operational parameters
file (see page 17).

Chapter 2: ViewDS tools 9
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setwrite

params. ..

terminate

userlist

write params...
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Sets and writes the listed DSA (see page 18).

This command is the same as the set params...
command, except the new values are written into the
operational parameters file (see page 17). They take effect on
the DSA immediately and after it is restarted.

The abbreviation for this command is sw.
Closes the database and forces the DSA to exit. The

DSA Controller also exits and cannot be restarted until the DSA
has been restarted.

Displays the users connected to the DSA.

Writes the listed DSA (see page 18).

This command is the same as the setwrite params...
command, except the new values only take effect when the
DSA is restarted.

DSA Controller examples

Example DSA Controller commands are shown below.

Other ViewDS tools

10

e Open the database:

dsac open

e Close the database:

dsac close

e Terminate the DSA:
dsac terminate

e List users currently connected to the DSA:

dsac userlist

ViewDS also has the following tools:
e ViewDS Fast Load (vfload)
o Remote Administration Service

¢ Billing statistics

o Database backup

o DSA utility
¢ Printing DUA

o SNMP proxy agent

e smerge — sort update log files

Chapter 2: ViewDS tools
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ViewDS Fast Load (vfload)

This utility provides the same commands as the Steam DUA. However, unlike the
Stream DUA, you must first stop the DSA before applying a ViewDS Fast Load
command.

The benefit of this utility is that it is much faster than the Stream DUA when loading
dump files or LDIF content records into a database. Its remaining commands are
useful for testing and for recovering from problems, but are rarely used in an
operational environment.

When a database is loaded by ViewDS Fast Load, there is no protection against fatal
errors because it disables all database recovery mechanisms. If a crash or fatal error
occurs, the database must be rebuilt from scratch.

When loading a large database, you may prefer to prepare a script that loads a
number of dib. * files, copies the ddm. * files to safe storage, and then continues. In
the event of a fatal error, you can resume the load from the last checkpoint rather than
restarting from the beginning.

The schema-checking level for ViewDS Fast Load is set by the schemachecking
parameter in the configuration file (see 49). For information about schema checking,
see page 60.

By default, the utility runs with the super-administrator identity and with DSA
information tree management enabled (see DSAIT management operations on
page 7). A script can override this behaviour by including commands such as bind
and set, or by using the options keyword.

Synopsis

vfload [-AimMrUv] [-a | -u username -p password ] [-c commands]
[-K key] [-t vfhome] [-F 1dif] { -L | -S | filename}

Options

All options are the same as those described for the Stream DUA (see page 4), except
for the following:

-r Causes vfload to start with the DSA’s database closed.

Remote Administration Service

The Remote Administration Service (RAS) — the rassrv process — allows the ViewDS
Management Agent to start, stop and configure a DSA remotely. These services can
also be invoked from the command line.

Synopsis

Windows platforms only:

ras [ -t vfhome ] [ -n windows-service-name ] [-s | -1 | -u ]
All platforms (including Windows):

ras [ -t vfhome ] [ add servicename [ servicepath ] | list |
remove servicename | status | stop | servicename { status |
dsa configure | dsa start [ closed ] | dsa stop | dsa
unconfigure | license install licensefile | show
configuration } 1]

Chapter 2: ViewDS tools 11



Version 7.4(3)

12

Options

ViewDS Technical Reference Guide: Directory System Agent

Windows platforms only.

-n windows-
service—-name

Other platforms:

-t vfhome

Commands

add servicename
[servicepath]

list

remove
servicename

status

stop

servicename
status

servicename dsa
configure

servicename dsa
start [closed]

servicename dsa
stop

servicename dsa
unconfigure

servicename
license install
licensefile

Uses the identified service name instead of the default service
name when interacting with the Windows service manager.

Starts the RAS without using the Windows service manager.
Installs the RAS as a Windows service.

Uninstalls the RAS as a Windows service.

Uses vfhome as the ViewDS root directory instead of the
value set by the environment variable $ { VFHOME }.

Adds a new service (with the name servicename) for the
RAS (rassrv process) to manage. When servicepath is
omitted, the default service path of the rassrv process is
used.

Lists the services managed by the RAS (rassrv process).

Removes a service from those managed by the RAS (rassrv
process).

Lists the status of the services (and their DSA subsystems)
managed by the RAS (rassrv process).

Stops the RAS (rassrv process). If the process does not
respond, the associated processes and files are cleaned up to
ensure the process can start cleanly when it is started next.

Reports the status of a specified service and its subsystem
DSA.

Adds a DSA subsystem to a service and configures the RAS
to start the DSA with its database open.

Starts the DSA subsystem managed by servicename
(optionally, with its database closed).
Stops the DSA subsystem managed by servicename.

Removes the DSA subsystem from the service.

Installs license-key information from the specified file.

Chapter 2: ViewDS tools
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servicename show Displays the values of all configuration file parameters. It

configuration shows the values set in the configuration file (displayed in
double quotes); and the default values for the remaining
parameters (enclosed in brackets).

Billing statistics

The billing statistics utility produces a file of billing statistics for a specified period by
parsing the system-activity log files. (These files are generated if the alog operational
parameter is enabled — see page 18.)

The billing period is from 00:00:00 on a specified start date until 23:59:59 unspecified

end date.

Synopsis

bstats [-t vfhome] -s startdate -e enddate [-d levels]

Options

-t vfhome Uses vfhome as the ViewDS root directory instead of the value set

by the environment variable $ {VFHOME }.
-s startdate Sets the start date for billing period in the format dd/mm/ yy.
-e enddate Sets the end date for billing period in the format dd/mm/ yy.

-d levels Sets the number of levels in the user's name, which is used when
aggregating the statistics for billing. If this option is not supplied
then the bill assumes zero levels of names. Users with names
shorter than specified will be billed separately.

Database backup

The database backup script (Solaris or Linux only) prepares the directory for an
incremental or full backup, and copies backup files to a tape device.

The script closes the database, consolidates and merges the log files, creates a new
set of empty log files, and reopens the database. During a full backup, it dumps the
database (which continues to run) and moves the dumped dib. * files to the

dump/ fulldump directory.

The script should be run daily when there is no user activity. It usually runs from an
entry in the administrator’s cron table, and creates an incremental backup on
weekdays and a full backup at the weekend.

An incremental backup consists of the current database files (dbm. *) plus the
consolidated update logs that have accumulated since the last incremental or full
backup. Restoring from an incremental backup involves restoring the saved database
files to disk and then replaying the update logs generated since the backup.

A full backup comprises a full dump of the database in Stream DUA insert format.
Restoring from a full backup involves reloading using the ViewDS Fast Load (vfload)
utility and replaying the update logs collected since the backup.
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For more information about backup operations, see the ViewDS Installation and
Operations Guide.

Synopsis

dbbackup [-t vfhome] [-c] [-f tapedevice]

Options

-t vfhome Uses vfhome as the ViewDS root directory instead of the value
set by the environment variable $ { VFHOME } .

-c Sets to continuous operation mode. This mode avoids shutting

down the directory by using the Stream DUA save command to
make a copy the /data directory safely. The directory remains
available and the backup reflects the state of the database when
the save command was invoked.

-f tapedevice Sets the name of the tape device for the backup files.

DSA utility

NOTE:

14

The DSA utility allows you to start and stop the DSA from the command line when the
ViewDS Management Agent is unavailable.

If you use this utility to stop a DSA that was started by the RAS (for example, through

the ViewDS Management Agent) then the RAS will restart the DSA immediately.

Synopsis

dsa [-t vfhome] [-c] [-xr] [-1 | -u] [-n service-name] [stop]

Options

-t vfhome Uses vthome as the ViewDS root directory instead of the value set
by the environment variable $ {VFHOME }.

-c Runs the DSA with default values rather than those stored in the
operational parameters file (see page 17).

-r Starts the DSA without opening the database.

-1 Installs the DSA as a Windows service.

-u Uninstalls the DSA as a Windows service.

-n service- Specifies the DSA with the given Windows service-name, rather
name than the one derived from the keybase parameter in the
configuration file (see 40).

stop Stops the DSA if it is running (or cleans up a crashed DSA).
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Printing DUA

The Printing DUA extracts data from ViewDS and prepares it for other applications. It
can sort data, tag data items, and insert text and other formatting information. The
resulting data can then be used, for example, with a desktop publishing package to
produce a printed directory listing.

The Printing DUA reads a script from a specified file that contains a sequence of
enquiry operations for the DSA. The script indicates the entries and attributes to be
output, the sorting parameters, and the tags, text, and formatting to be inserted. By
convention, the file extension is . ds, and the output is directed to a similarly named
file with the extension . do.

Synopsis

pdua [ -t vfhome ] [ -a | -u username -p password]

[ -b baseobject] [ -r requestor ] [ -o address ]
[ —e errorfile ] [ -f outputfile ] [ inputfile ]

Options

-t vfhome Uses vfhome as the ViewDS root directory instead of the value
set by the environment variable $ { VFHOME }.

-a Authenticates to the DSA using anonymous credentials.

-u username Sets the user name with which the Printing DUA authenticates to
the DSA. The user name is either the value of a
viewDSUserName attribute or the DN of an entry in Stream DUA
notation enclosed in curly brackets.

-p password Sets the password with which the Printing DUA authenticates to

the DSA.

-b baseobject Sets the starting point in the DIT from where the Printing DUA
generates a report. This option overrides the base-object option
in the input script.

-r requestor Enables proxy authorisation for each request sent to the DSA,
using requestor as the identity when access controls are
evaluated.

-e errorfile Sets the name of the file for error messages from the Print DUA.

-f filename Sets the name of the file for all normal output from the Print

DUA. When this option is not specified, std out is used.

-0 dsaAddress Connects to dsaAddress instead of the address specified by
the configuration-file parameter dsaaddress (see page 40).
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SNMP proxy agent

This is a proxy SNMP agent designed to present the SNMP services of a number of
DSAs as a single DSA to an SNMP manager.

Synopsis

proxy -p proxyAddress {-a agentAddress} [-t timelimit]
[-r resends]

Options

-p proxyAddress Sets the address the SNMP manager console will use to talk to
the proxy. This option is mandatory.

-a agentAddress Sets the address of an agent being proxied. Multiple -a options
are permitted. If no agents are specified, the proxy looks for
$ {VFHOME } /setup/config and assumes there is a DSA
agent listening on the snmpagent address (see Address
parameters on page 42).

-t timelimitr Sets the time limit for how long the proxy will wait for a
response from an agent before resending to, or timing out, the
agent. The time is given in hundredths of a second. The default
is 50 (half a second).

-r resends Sets the number of times the proxy will try resending a request
to an agent that has not responded within the time limit. The
default value is 1.

smerge - sort update log files

This script (Solaris and Linux) or program (Windows) sorts the transactions in an
update log according to the order in which they were committed to the database. It is
required because updates are written to the update log when an operation is
completed. In order to replay an update log, its contents must first be sorted according
to when each update started.

If the script is run without any update logs specified at the command line, it waits for
the name of the file to be entered. The output from smerge is written to stdout.

Synopsis

smerge filename...

Example

smerge unsorted-ulog > sorted-ulog
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Chapter 3
Configuring ViewDS

This chapter includes details of the ViewDS configuration parameters. All parameters
can be accessed from the command line and most can be access from the ViewDS
Management Agent.

This chapter describes:

e DSA runtime settings

¢ Communications configuration
¢ ViewDS configuration file

DSA runtime settings

The Directory System Agent (DSA) runtime settings affect performance and memory
requirements, and whether log files are generated. It is usually unnecessary to change
the default configuration. However, some changes may help tune a system according
to its host and data.

Modifying runtime settings

The DSA must be running before its runtime settings can be modified through the DSA
Controller. They can, however, also be modified through the ViewDS Fast Load tool
(see page 11) if the DSA is not running.

The DSA can be started or stopped through either:

¢ the Remote Administration Service (RAS) at the command line (see page 11) or the
ViewDS Management Agent; or

o the DSA utility (see page 14).

Its runtime settings can be modified through either ViewDS Management Agent or the
DSA Controller (see page 8).

If necessary, the DSA can be started with the DSA utility’s —c option so that it starts
with default values for the runtime settings.

Runtime settings file
The DSA’s runtime settings are stored in a binary file:
${VFHOME} /setup/cmsrv.cfg
where $ {VFHOME } is the location of ViewDS.
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dsa process

The dsa process is a multi-threaded process comprising the main dsa thread and one
or more dot threads.

The dsa is normally started through the RAS (for example, using the ViewDS
Management Agent) or DSA utility (see page 14). It automatically starts its subordinate
processes and reports whether the DSA has started successfully.

The dsa threads are:

dsa Handles all communications with client applications and peer servers. It
initiates and controls the state of the dot threads, queues and
coordinates the processing of requests, and can manage the state of
the database.

dot The dot (Directory Operation Thread) threads receive and process
requests from the dsa. The dot threads will retrieve or update data
from the database in order to satisfy requests from client applications.
They also provide ViewDS’s flexible searching capabilities.

The number of dot threads running can be configured; the default
number of dot threads is three and the maximum is 5.

DSA runtime settings

18

NOTE:

NOTE:

The DSA runtime settings are modified using the DSA Controller's set, setwrite, or
write commands (see page 9); or through the ViewDS Management Agent. The
settings are described in alphabetical order below.

If a setting can be accessed through the ViewDS Management Agent, the name
displayed by the interface is shown in brackets.
alog

Controls whether activity records are logged. If it is set to on, all binds to the directory
and all operations are recorded in the system-activity log (alog. *). This log is used to
generate usage bills (see Billing statistics on page 11).

This setting cannot be accessed through the ViewDS Management Agent.

async (Async mode)

Deprecated.

e In pre-7.4 systems a value of on (asynchronous) is recommended.
¢ In 7.4 and above systems this setting is not used.

bindtimeout (Bind timeout)

The time-out period for all initiated connection attempts. If a non-zero value is
specified, then the DSA will abort any initiated connection attempts that have seen no
activity for the number of seconds indicated by bindtimeout.

If this option is not set but the disptimelimit and dsptimeout options are set,
then the appropriate specific limit will be used to timeout initiated connection attempts.

cache (Cache size)

Sets the size of the memory cache used by the database.
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The larger the cache, the less the database will need to access the disk, and the faster
the response time. The cache should therefore be made as large as possible, ideally
to the point where the entire database can be held in memory.

The following is a rough calculation for the amount of available memory, and therefore
the suggested cache size:

available memory = maximum memory - 6 - (12 x DOTs)

where:

e available memory is the amount of available memory in MB

e maximum memory iS the maximum amount of RAM on the DSA's host in MB

6 is the space required in MB for the DSA process (excluding the DOT threadss)
12 is the space required in MB for each DOT thread
DOTs is the number of DOT threads

If this calculation gives a negative number, consider adding more RAM to the host
system. Otherwise, set the cache to this number.

If the cache is too small, there is a serious effect on performance. If the available
memory for the memory cache is less than 10% of the expected size of the database,
then the host system needs more RAM.

clog
Deprecated.

daptimeout (DAP timeout)

The time-out period for an inactive connection to a DUA. When there have been no
requests from a DUA for the number of seconds defined by this setting, the connection
is unbound.

If set to zero, then there is no time-out period.
If either of the following are lower than this time-out period, then they override it:

¢ the default time-out for the DUA (see the defaultEntitlement attribute in the
Technical Reference Guide: User Interfaces)

¢ the time-out set in the DUA client
However, the above have no effect if they are greater than daptimeout.

disptimelimit (DISP time limit)

The time-out period for an idle or unresponsive DISP connection. If a non-zero value is
specified, then the DSA will abort any DISP connection that has seen no activity for the
number of seconds indicated by disptimelimit. The value should be greater than
the time a total refresh would be expected to take.

The disptimelimit with respect to DISP behaves in a similar way to the
dsptimeout with respectto DSP.

If set to zero, then there is no time-out period.

dots (Dot threads)
The number of dot (Directory Operation Thread) threads running on the DSA.
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Each dot thread handles database queries synchronously. By having multiple dot
threads, the DSA can process queries asynchronously — that is, multiple queries can
be processed simultaneously.

There are implications to having different numbers of dot processes:

e 3 dot threads
The default setting. Having more than three DOT threads might improve throughput,
but it will be at the expense of memory use.

e 2 dot threads
If the system is low on memory, try running with two DOT threads.

e 1 dot threads
This setting is appropriate for single-user operation, but it will slow throughput with
multiple users. More than one DOT thread is required for replication and is strongly
recommended for distributed operations in order to prevent the DSA deadlocking.

Three or four dot threads will deliver the best performance for a non-distributed DSA
with a high query load.

dotsize (Max dot size)

This is the maximum size that a dot thread can reach before it is restarted.

The size of a dot thread increases according to the size of each query it receives. If a
dot receives a query that takes it above the dotsize, it will handle the query and
then restart. It is more efficient to have a dotsize that avoids this scenario.

The default is 20MB.

dsptimeout (DSP timeout)

The time-out period for an idle or unresponsive connection to another DSA. When no
activity has occured for the number of seconds defined by this setting, the connection
is unbound.

If set to zero, then there is no time-out period.

heapsize (Max heap size)

This specifies the maximum amount of heap memory all the DOTs combined can be
allocated at any given time in MB. Operations that take the heap memory allocation
over this limit will be aborted.

The default is 2048MB (except 32-bit Windows for which it is 1800MB).

key (Key)

The key used to encrypt users' passwords in dumps and logs. This setting is a 32
character hexadecimal string encoding a 16 byte AES key.

If no key is specified a default is used.

optimistic (Concurrency)
Sets optimistic concurrency mode to on or off:

e on - the database is in optimistic mode, which gives priority to the first update to
complete (it favours updates that take less time to complete).

e off —the database is in locking mode, which gives priority to the first update to start
(it favours updates that take more time to complete). Locking mode is
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NOTE:

recommended for a DSA in a replication agreement, because it will need to perform
update transactions larger than a normal DAP/LDAP update transaction.

Default: on (optimistic mode).

glog (Query logging)
Controls whether query operations are logged.
When query logging is on, all attempted query operations are written to the query log.

The query log is useful when monitoring performance, tracking problems or building a
file of typical queries.

The setting is normally off. If it is left on, however, the query log will grow very quickly
and the available disk space will need to be carefully monitored.

recovery (Recovery)

Determines whether the database writes temporary information to disk for every
update transaction. This temporary information allows the database to recover all
committed transactions even if the host or database process fails during a transaction.

For ViewDS to operate reliably, recovery must be on. Recovery can only be set to off
for the current invocation of the DSA. The off setting is never saved.

safe-size (Save size)

The safe file is a database recovery log. It contains details of database transactions
that are waiting to be committed. After a crash or improper shutdown, the DSA uses
the safe file to recover the database before reopening it.

The safe file should be set to a size that will accommodate the largest anticipated
transaction. Even though the file grows to accommodate larger transactions, it is
advisable to pre-allocate disk space to ensure efficient performance.

A larger size results in faster database writes, but slower database restarts; and a
smaller size results in slower writes, but faster restarts. The minimum size is 1 MB,
and the default is 8 MB. (The size for the demonstration directory, Deltawing, is 2 MB.)
Changing the safe file size

The size of this file can only be changed when the database is closed. To change its
size to m MB:

dsac close init m open

The new size is automatically recorded in the runtime settings file (see page 17) and
becomes the new default for the next time the init command is used without
parameters.

searchalias

Deprecated.

sessions (Max sessions)

The maximum number of simultaneous user connections to the DSA (excluding
sessions by the super-administrator). The user connections may include DUAs, LDAP
clients, other DSAs and the RAS.

If this setting is set to a value that is less than the current number of connections, the
current connections can continue. However, no new connections are permitted until
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the number of connections falls below the new setting. The value -1 means there is no
limit on the number of connections.

sizefactor (SEP size factor)

This setting allows you to control the trade-off between the response time and the
success of a search operation.

The setting’s value is a multiplication factor that the DSA applies to whichever of the
following is the smallest:

o the DSA’s sizeLimit (See page 22); or
o the size limit in a DUA’s search request.

The resulting ‘calculated size limit’ is the limit on the number of candidate entries the
DSA will inspect during a search.

To put this in context, consider what happens when the DSA evaluates a search. It
starts by applying all indexed terms in the search filter. It then determines whether the
number of candidate entries is:

¢ less than the ‘calculated size limit’ — in this case, the DSA inspects each candidate
entry and applies the remaining terms in the search filter.

¢ greater than the ‘calculated size limit’ — in this case, the DSA returns a partial result
and the message ‘size limit exceeded’.
sizelimit (Size limit)

The maximum number of entries the DSA will return in response to a search or list
operation. The default value is 2000. If either of the following are lower than this size
limit, they override it:

o the default size limit for the DUA (see the defaultEntitlement attribute in the
Technical Reference Guide: User Interfaces)

¢ the size limit set in the DUA client
However, the above have no effect if they are greater than sizelimit.

timelimit (Time limit)

The DSA's time limit (in seconds) for a DUA user's read, compare, search and list

operations. A normal value is 5 seconds. A value of -1 means there is no time limit. If

either of the following are lower than this time limit, they override it:

o the default time limit for the DUA (see the defaultEntitlement attribute in the
Technical Reference Guide: User Interfaces)

o the time limit set in the DUA client

However, the above have no effect if they are greater than timelimit.

ulog (Update logging)

Determines whether update operations are logged. The update log contains all users’
update operations (add, remove, modify, move or rename an entry) and is critical for
maintaining database integrity after a failure. After restoring a backup, replaying this
log updates the database according to all committed transactions since the backup
was made.

It is essential to log updates for database recovery from a backup (see the ViewDS
Installation and Operations Guide). This setting should always be on.
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updates (Max updates)

The number of DOT threads that process update operations simultaneously. The
maximum number of updates:

cannot exceed the number of DOT threads.

should be less than the number of DOT threads to ensure that some DOT threads
are always available for queries. Otherwise, during heavy updating, the directory
may be too slow in responding to queries.

should be set to 1 for normal operation.
should be set to 0 to disable updates to the database.

should be greater than 1 for a DSA in a replication agreement. (For distributed
operations, this setting avoids deadlocks while processing a chained update
operation. For replication, this setting avoids DAP/LDAP update operations having
to wait for considerably longer than normal while replication updates are processed.)
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Communications configuration

The ViewDS processes communicate with each other using either an OSI Stack or the
ViewDS TCP/IP-based Lightweight Stack (LWS). Both are configured through the
addressing parameters in the configuration file.

This section describes the different ViewDS communications options. It describes
addressing and address formats, how to set up LDAP access, and how to enable OSI-
based communications between ViewDS components and between ViewDS and other
X.500 products. It describes:

¢ ViewDS and OSI

e Configuring for LDAP access
o Configuring for XLDAP access
e Configuring for SNMP access
¢ Configuring for SPML access
e Addressing

ViewDS and OSI

The DSA and Stream DUA include a built-in upper layer OSI stack. Both automatically
communicate over OSI if the address they are connecting to is an OSI address.

Installation and configuration

ViewDS’s OSI stack needs no special configuration other than setting up OSI
addresses as follows:

e Setthe dsaaccesspoint and dualocal parameters (see Address parameters on
page 42) to be OSI presentation addresses.

¢ [f the DSA has knowledge of other DSAs and will use OSI to communicate with
them, set up (or change) the knowledge references (see Chapter 7) and
myAccessPoint operational attribute to be OSI presentation addresses.

Reserved ports and RFC 1006

If you are using RFC 1006 and have configured the listening port to a value below
1024, run the DSA as root. This is necessary because most host operating systems
will not allow user processes to listen on a reserved port below 1024.

Configuring for LDAP access

The native X.500 access protocol is Directory Access Protocol (DAP). The Lightweight
Directory Access Protocol (LDAP) can also be used to connect to an X.500 directory
such as ViewDS.

LDAP is an internet protocol defined by the Internet Engineering Task Force (IETF). It
offers similar functionality to X.500 (1988), but has a simpler treatment of data types
(by treating everything as strings) and makes no use of an OSlI stack (sending LDAP
PDUs directly over TCP/IP).

The LDAP protocol defined in RFCs 1777-79 is referred to as LDAP Version 2
(LDAPV2). A new version of LDAP known as version 3 (LDAPv3) is defined in RFCs
2251-55, and an update to these specifications is defined in RFCs 4510-19.

ViewDS supports LDAPv2 and LDAPv3 client access to the DSA. LDAPv2 support
does not include CLDAP, Kerberos, or LDAP referrals. LDAPV3 support includes
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UTF-8 encoding, referrals as URLSs, all protocol changes and all syntax representation

changes.

Enabling LDAP access

To enable direct LDAP access:

o Define a value in the configuration file (see page 40) for 1dapaddress, or
sldapaddress if SSL LDAP is required, or both.

e For Solaris or Linux, if ldapaddress or sldapaddress specify a port below 1024
(such as the IANA-assigned standard port for LDAP of 389), ensure the DSA is
started as root. This is necessary because these operating systems will not allow a
user process to listen on a port number below 1024.

LDAP controls

LDAP Version 3 defines a mechanism for extending the functionality of LDAP
operations. A number of LDAP controls have been defined in RFCs and Internet
Drafts. The following controls are included in the ViewDS LDAP implementation.

LDAP control

Description

Server-side sorting of search
results (as defined by RFC
2891)

Allows an LDAP client to request the directory
server to sort the results to a search request before
returning them to the LDAP client.

Paged search results (as
defined by RFC 2696)

Allows an LDAP client to request the directory
server to only return a subset, or page of the results,
of a search request. The LDAP client can then
repeat the request, asking for the next page of
results. The size of the page (the number of entries
in each page of results) is specified by the LDAP
client in its request.

Proxied authorization (as
defined by Internet Draft draft-
weltman-ldapv3-proxy-09.txt)

Allows an LDAP client with suitable permissions to
make LDAP requests on behalf of different users
without having to bind as each of the users. This is
designed for an application which uses the directory
as a repository of information where the application
takes responsibility for authenticating its users and
wishes the directory to apply authorization decisions
on its accesses to the directory data as if it were that
user.

Password policy management
(as defined by Internet Draft
draft-behera-ldap-password-
policy-05.txt)

Provides enhanced security to LDAP clients and
applications. For further information, see LDAP
password management on page 128.

Virtual List View (as defined
by Internet Draft draft-ietf-
I[dapext-ldapv3-viv-09.txt)

A Virtual List View is a way to return a set of data to
a third-party application. The set of data is specified
by either an LDAP or XLDAP search operation.

For example, an email client can be configured to
make an LDAP connection to ViewDS, extract the
entries identified by a Virtual List View defined at the
DSA, and use them to populate its address book.
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LDAP Extended Operations

LDAP Version 3 defines a mechanism for extending the functionality of the LDAP
protocol by defining new extended LDAP operations.

The ViewDS LDAP implementation includes the LDAP Extension for Transport Layer
Security (as defined by RFC 2830).

ViewDS extensions

ViewDS’s implementation of LDAP Version 2 includes extensions to the LDAP
specification of RFCs 1777-1779:

e The functionality of the X.500 (1993) ModifyDN operation is available: non-leaf
entries can be renamed, and entries or whole subtrees can be moved. There is no
protocol change needed to rename non-leaf entries — ViewDS simply allows it
whereas strict LDAP would refuse it. To move an entry or subtree to a new superior
requires the name of the new superior to be provided as though the LDAP
ModifyDNRequest PDU were defined as:

ModifyDNRequest ::= [APPLICATION 12] SEQUENCE ({
entry LDAPDN,
newrdn RelativeLDAPDN,
deleteoldrdn BOOLEAN,
newSuperior [0] LDAPDN OPTIONAL }

o Attributes with an unknown syntax (or a syntax without a text mapping) are returned
as text strings in ASCII hex format if the configuration-file parameter
ldapasciihexis on (itis of £ by default) and the connection is using LDAPV2.
This includes attributes with Certificate syntax.

The behaviour of some LDAP clients does not fully conform to LDAP specifications.
ViewDS will, where possible, include non-standard extensions to support these LDAP
clients. The configuration-file parameter strictldap allows these non-standard
extensions to be disabled and enforces strict compliance to the LDAP specification.
This option is o f £ by default.

Configuring for XLDAP access

26

The XML Lightweight Directory Access Protocol (XLDAP) is one of the XML Enabled
Directory (XED) protocols and is defined in the IETF Internet Draft, XED: Protocols
(draft-legg-protocols-xx.txt).

XLDAP is an internet protocol based largely on LDAP Version 3 and defined by the
Internet Engineering Task Force (IETF). XLDAP offers the same functionality as LDAP
Version 3, but encodes PDU’s using an XML-based encoding rule, Robust XML
Encoding Rules (RXER). XLDAP does not use an OSI stack; it sends XLDAP PDUs
directly over TCP/IP using a SOAP or IDM-style framework.

ViewDS supports XLDAP access to the DSA either using a SOAP or IDM-style
framework. Both frameworks operate over a TCP/IP connection.

Enabling XLDAP access

To enable direct XLDAP access in the DSA:

o Define a value in the configuration file (see page 40) for the parameter
soapaddress of xldapaddress depending on the transport framework to be
used. Alternatively, use both.
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e For Solaris or Linux, if xldapaddress or soapaddress specifies a port below
1024, ensure the DSA is started as root. This is necessary because these operating
systems will not allow a user process to listen on a port number below 1024.

XLDAP controls

LDAP Version 3 defines a mechanism for extending the functionality of the LDAP
operations. A number of LDAP controls have been defined in RFCs and Internet
Drafts. The following LDAP Controls are implemented in the ViewDS XLDAP

implementation.

XLDAP control

Description

Server-side sorting of
search results (as defined
by RFC 2891)

Allows an XLDAP client to request the directory server
to sort the results to a search request before returning
the results to the XLDAP client.

Paged search results (as
defined by RFC 2696)

Allows an XLDAP client to request the directory server
to only return a subset or page of the results of a
search request. The XLDAP client can then repeat the
request, asking for the next page of results. The size
of the page (the number of entries in each page of
results) is specified by the XLDAP client in its request.

Proxied authorization (as
defined by Internet Draft
draft-weltman-Ildapv3-proxy-
09.txt)

Allows an XLDAP client with suitable permissions to
make XLDAP requests on behalf of different users
without having to bind as each of the users. This is
designed for an application which uses the directory
as a repository of information where the application
takes responsibility for authenticating its users and
wishes the directory to apply authorization decisions
on its accesses to the directory data as if it were that
user.

Password policy
management (as defined by
Internet Draft draft-behera-
Idap-password-policy-05.txt)

Provides enhanced security to XLDAP clients and
applications. For further information, see LDAP
password management on page 128.

XLDAP Attribute Selection
Control

The Attribute Selection control is defined in the XED
specification, which is yet to be published with the
IETF.

In LDAP, a client can include the asterisk character
value (*) of the attribute selection in a search request.
This character indicates that all user attributes are to
be returned. Many implementations also use the plus
character (+) to indicate that they would like all
operational attributes to be returned.

As the ‘attributes’ field of an XLDAP SearchRequest
expects Object Identifiers (as opposed to a string
value in LDAP), the ‘*’ and ‘+’ characters cannot be
used to request all users and/or operational attributes.

This XLDAP control allows you to specify to the DSA
that all user and/or operational attributes are to be
returned.
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XLDAP control Description

Virtual List View (as defined | A Virtual List View is a way to return a set of data to a
by Internet Draft draft-ietf- third-party application. The set of data is specified by
Idapext-ldapv3-viv-09.txt) either an LDAP or XLDAP search operation.

For example, an email client can be configured to
make an LDAP connection to ViewDS, extract the
entries identified by a Virtual List View and use them
to populate its address book.

XLDAP extended operations

XLDAP does not currently support any extended operations.

Configuring for SNMP access

A ViewDS DSA may be configured as an agent for the Simple Network Management
Protocol (SNMP). The DSA supports Community-based SNMP Version 2 (SNMPv2c)
as defined in RFC 1901, and supports all the managed objects from the Network
Services Monitoring MIB (RFC 2248) and Directory Server Monitoring MIB

(RFC 2605).

To enable the DSA as an SNMP agent, define a value in the configuration file (see
page 40) for the parameter snmpagent. This option determines the address of the
UDP port the DSA will listen on for SNMP requests from an SNMP manager or SNMP
proxy agent. The value for this parameter is an address in the form host :port. For
example:

snmpagent = localhost:3000

The SNMP manager needs to be configured to poll this address for information about
the ViewDS DSA.

The maximum size for an SNMP request that the DSA agent can receive is 4096
bytes. The maximum size for an SNMP response that the DSA agent will send is set
by the configuration-file parameter snmpmaxpdusize (see page 40). If this option is
omitted, the default maximum size for responses is 484 bytes.

One of the managed objects defined by RFC 2248 is an application index, which is
used to distinguish between the various applications being monitored. Each DSA being
monitored counts as one application and must have a unique application index. The
application index for the DSA is set by the configuration-file parameter
snmpapplindex. Its value must be a number greater than zero (the default is 1).
Normally, the application index only needs to be set for the second and subsequent
DSAs being monitored, if any.

Multiple DSAs

If you have multiple DSAs, each can be set up as an independent SNMP agent.
Alternatively, ViewDS includes an SNMP proxy agent that allows multiple DSAs to be
monitored through a single agent — the SNMP proxy agent (see page 16).

Configuring for SPML access

ViewDS supports the DSMLv2 profile of SPML version 2.0 (SPMLv2). SPMLv2
requests are received on the DSA's SOAP address port (see page 43). This port is the
only configuration required for an existing directory tree. Even though SPMLv2 could
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be used to create a directory tree from scratch, it is simpler to create an initial
organisation entry and make it a subschema administrative point using the ViewDS
Management Agent.

With respect to the DSMLv2 profile, the mandatory core operations of SPMLv2 are
supported — 1istTargetsRequest, addRequest, modifyRequest,
deleteRequest and lookupRequest. Of the optional capabilities only the search
(searchRequest) and suspend (suspendRequest, resumeRequest and
activeRequest) capabilities are currently supported.

listTargetsRequest

The 1istTargetsRequest reports two targets, named Directory/DN and
Directory/ID, which differ only in how provisioning service objects (PSOs) — i.e.
directory entries — are identified:

¢ Directory/DN target — PSO identifiers are always LDAP Distinguished Names.
¢ Directory/ID target — PSO identifiers are client provided strings or UUIDs.

Although there are two targets, there is only one collection of entries. The advantage of
the Directory/ID target is that the PSO identifiers are immutable. However, the use of
LDAP DNs as PSO identifiers, as in the Directory/DN target, is more commonly used
by other implementations. The Directory/DN target is slightly more efficient than the
Directory/ID target.

addRequest

The addRequest creates a new entry. An SPMLv2 client has the option to provide a
PSO identifier for the new entry with the addrRequest. The requirements for the
identifier differ, however, according to the target used to create the entry — as does the
DSA'’s behaviour when the client does not provide it.

Directory/DN target
If the client supplies a PSO identifier for a new entry, it must be an LDAP DN.

If the client does not supply a PSO identifier, the DSA assigns naming attributes for the
new entry’s RDN. It does so by selecting from the set of attributes provided in the
addRequest in accordance with the schema (name forms and structure rules) that
apply at the container entry nominated in the addRequest.

The DSA selects the first name form that fits with the provided attributes. If more that
one name form is applicable, then the SPMLv2 client can only control which is actually
used by providing the new PSO's identifier in the addRequest.

Directory/ID target

If the client supplies a PSO identifier for a new entry, it can be any character string.
The DSA will check that the string is unique across the entire collection of directory
entries. If it is not unique, the request will fail. Otherwise, the DSA will subsequently
use the string as the entry’s PSO identifier when it is accessed through the
Directory/ID target.

If the client does not supply a PSO identifier, the DSA will generate and return a UUID
URN to identify the PSO, which will also be the UUID in the entryUUID attribute of the
underlying directory entry. The DSA will subsequently use the UUID URN as the
entry’'s PSO identifier when it is accessed through the Directory/ID target.

The new entry’s RDN is determined in the same way as under the Directory/DN target.
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Accessing the new entry

Irrespective of which target is used to create an entry, it can be subsequently accessed
through either. The Directory/DN target always requires the LDAP DN of the entry. If
the client provided a string as the PSO identifier, then the Directory/ID target will
always use that string; otherwise, it will use the entry's UUID.

suspendRequest and resumeRequest

The suspendRequest and resumeRequest allow a user account to be suspended
or reactivated later at a specified time (the effective date).

SPMLv2 does not have a standardised method to either examine or cancel pending
requests. However, ViewDS applies the following rule to provide more control to an
SPMLV2 client:

When a suspend or resume request is successfully accepted, any pending suspend or
resume request with an effective date that is the same as, or after, the effective date of the
current request is cancelled.

A non-trivial sequence of suspend and resume events can be set up by issuing the
requests in the order of ascending effective dates. ViewDS can queue, and action at
the nominated time, any number of such requests. The entire sequence can be
cancelled by issuing a suspend or resume request without an effective date (which
defaults to the current time). A trailing part of the sequence can be cancelled by
issuing a suspend or resume request with an effective date equal to the beginning of
the trailing sequence.

If a request’s effective date is earlier than the current time at the DSA, then the
effective date is taken to be the current time.

Addressing
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Protocol stacks

ViewDS processes communicate with each other using a layered protocol stack. At the
top of the stack are the X.500 protocols: Directory Access Protocol (DAP), Directory
System Protocol (DSP), etc.

These protocols may be carried over either an OSI Stack, IDM Stack, XIDM Stack,
HTTP, an IDM style transport for XLDAP, LDAP, SLDAP or ViewDS’s TCP/IP-based
Lightweight Stack (LWS). For each of the stacks, there are further choices as to the
transport and network used to carry the communications.

There are ten possible combinations of stack and transport/network in a ViewDS
installation:

e OSI stack using RFC 